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E CENTRAL FORENSIC SCIENCE LABORATORY,

Directorate of Forensic Science Services
Ministry of Home Affairs, Government of India

HYDERABAD INDIA-500 613

Phone 91-40-2703 £741/2703 8502 27038935 * 270:8429(Dlrector} * Fax :91-40-2703 9281/2703 7855

No. CFSL(H)/SOO/DDC/135/CAH—37/2015 Dated: 16/02/2015

To

THE SUPDT. OF POLICE,
RAIPUR, CHATTISGARH.

Sir;

Sub:  Analysis of exhibits in Cr. No. 09/2015 of EQOW/ ACB.

Ref:  Your letter No. 09(15)/864/2015 dated 12/03/2015.

Kk

The receipt of three sealed parcels sent through Shri. Ramakanth Shah, Inspector

vide letter under reference is acknowledged herewith. Any discrepancy, if found, after

opening the sealed parcel would be intimated.

Yours faithfully,

7{:/ irector, / 2 /-r
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CENTRAL FORENSIC SCIENCE LABORATORY, HYDERABAD -
Directorate of Forensic Science Services
Ministry of Home Affairs, Government of India
HYDERABAD, INDIA-500 013 _
2703 8741/2703 8902 27038985 * 27038429(Birector) * Fax :+91-40-2703 9281/2703 7855

EXAMINATION REPORT
ReportNo:  CESL(H)/500/DOC/135/CAL - 57 /2015

Phone:+91-40-

Dt 06/04/2015.

No. of pages of Report: 02 Pages along with one CD marked CAH372015-CD and rwo
DVDs marked C

AH372015-DVD1 & CAH372015-DVD2.

Ref. No.: Crime /09(15) /864 /2015. Dt 12/03/2015.

Cr. No. 69/2015 of P.S. EOW/ACB. U/s: 13(1)D, 13(2) of And Corruption
Act 1988 r/w 109, 120(B) IPC.
From: The Supdt. of Police,

Anti - Corruption Bureau,
Raipur, Chhattisgarh.

Mode of Receipt: Through Shri. Ramakanth Szhu, Inspector.
Date of Receipt: 16/03/2015.
No. of sealed parcel/exhibit (s) received: Three sealed parcels,

Details of the Exhibits:

No. Exhibit

Description Marked As

Make: hp

. Model: —--
L. Pen Drive S/N: oo QI1PD
Capacity: 03 GB

Make: SanDisk
_ Model; ——---
2 Pen Drive S/N: BI140124690B e

Capacity: 08 GB

Make: hp

: : Model: —----
Pen Drlj:re S/N: oo Q3PD
Capacity: 08 GB

(&3]

Condition of the seal(s): Intact & Tallies with the S

pecimen.

Purpose of reference:  For Digital Exhibit Analysis




Examination Report No.: CFSL(EY) /500/DOC/135/ CAH - 37/2015
12. RESULTS OF EXAMINATION
1. The digital evidence storage media has been forensically analyzed using the authorized

software & hardware tools available in the Government of India Laboratory at CFSL,
Hyderabad.

2. The cardinal rules of Com

puter Forensics have been followed during the entire process of
analysis. .

.())

a. The physical backup of the suspected digital evidence storage media marked QI1PD,

Q2PD and Q3PD has been taken as CAH372015Q1PD.dd, CAH372015Q2PD.dd
and CAH372015Q3PD.dd by using Guymager Version 0.7.3-1.

- The acquisition details along with the authentication hash v

evidence storage media marked QIPD, Q2PD and Q3PD
- Nos. 01, 133 and 315 of the portable

in the CD marked CAH372015-CD.

alues of the suspected digital

have been are given at Page
document file CAH372015-REPORT provided

c. The physical backup of the suspected digital evi
Q2PD and Q3PD have been forensica
and PhotoRec version 7.xx.

dence storage media marked QIPD,
lly analysed by using EnCase version 6.19.6

The drive details of the suspected digital evidence storage media marked Q1PD, Q2FD
and Q3PD have been given at Page Nos. 02 to 04; 134 to 136 and 316 to 318 of the

portable document file CAH372015-REPORT provided in the CD marked
CAH372015-CD.

e. The varous digital “evidence files

unallocated areas of the suspected
Q2PD and Q3PD.

have been retrieved from the allocated and
digital evidence storage media marked QIPD,

£ The softcopy of the filés retrieved from the allocated areas of the suspected digital
evidence storage media marked QIPD, Q2PD and Q3PD have been provided in the
DVD marked CAH372015-DVD1. The file attributes of these files have been given at
Page Nos. 05 to 130; 137 to 313 and 319 to 329 of the portab

e document file
CAH372015-REPORT provided in the

CD marked CAH372015-CD.

g The softcopy of the files retrieved from the unallocated areas of the suspected digital
evidence storage media marked Q1PD, Q2PD and Q3PD have been provided in the
DVD marked CAH372015-DVD2. The authentication Hash values of these files have

been given at Page Nos. 131 to 132; 314 and 330 to 342 of the portable document file

CAH372015-REPORT provided in the CD marked CAH372015-CD.

13. After the examination the parcel(s) containin
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g the exhibits have been sealed with the seal
impression as

per the specimen provided belox@ & %‘ Q(\_»L

Ch E Sai Prasad, M. Sc., PGDCAQM *

Asst. Government Examiner of Questioned Documents/Scientist B (Doc)

Certfied Compurer Hacking Fortengic Inve; wgacor om M/sEC Council (Certificate No: ECC985678)
Ceraified Compu‘b?&ansiﬁxamiric&'f(bm;iﬂls' AcgessDana Inc., USA
Certified Compqm_Fq;msnc.Em;xﬁqa from M/s Proliseover Inc, USA
RET
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3 | Ednified ISMS Lend-Audicor .

Redulta l't'llltbnlu_'_‘:a to the exhibits examined. : : ) k o .‘ﬁ___i..,J v j| -

Reports shall uot e reproduced exCeptin f'tlll,wﬂwg&'rittcn appzoval of the Dixecrof,f'CF'SE;‘ I‘Iﬁﬁd%m‘b:.d. AR
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""SL(H)/500/D0(:/135/CA.H 37/2015 ‘?'?/5
Central Forens ; : :

ctorate of Forensic Scaence Sel .'_“_c'és Rk
M:mstry ofeHome Affazrs Government of !nd:a

Ramenthapur Hyderabad 500013,

| Dated: Q]/otr/zms
Te o T ' :
The Supdt. of Police, _
Anti —Corruption Bureau,
' V-Ra.ipt;_r,-Chhatﬁsg'arh.
) Qub]ect Forwaxdjng of exarmnatton report, and survey of assessment of our
services. &
Sir,

2

- Kindly refer to your letter, No. Crime/ 69¢ (15)/864/2015 dated 12/03/2015
tegarchng ‘examination of the exhjblts in Cr. No. 09/2015 of P.S. EQOW/ACB Ul/s:
13(1) D 13f2) ofAnu Corruptlon Act 1988 f/w 100 19O(B) IPC.

1 Exammauon teport  dated 06/04/2015 of Mr. Ch. E. Sa

al Prasaci,
AGEQD/ Sc1 ¢ I’ltlSt B Doc) in T—UJO (_-'l) sealed patcel/s is enclosed herewith

: - the Report No. or th.lS letter reference :
_nce and summons. The summons may kindly be
h_.‘.‘ . Sa1 Prasad, AGEQD /Scientist- B(Doc),

'Sc1ence Laboxatory, Hyderabad strives to ac.h.leve semce
’cornmumcauon and cooperation with your organization.

'hlevmg this goal by. compleung the enclosed Customer Feedback
sse: sment of our semces

. T ‘ -. ._ . () ____.____.,__._ﬁ
Qwueo( 2 Sealed faved | - & pmecro T9))
Signature of essen er s L : —

Sogture ok £ - KPS KARTHA ...
. _Name ; DEPU'IYDIRECTOR&ScD(EXPLOSNE)

Central Forensic Science Laboratory,

Directorate of Forensic Stience Services,

Ministry of Home LtTairs, Govi, of India.
Ramanthanur, Hyd,nnh*" 500 042,
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CENTRAL FORENSIC SCIENCE LABORATORY

Directorate of Forensic Science Service's,

Ministry of Home Affairs, Govt. of India,
Ramanthapur, , Hyderabad — 560 013

The Centrai Forensic Science Laboratory,

communication and cooperation with our cu
this assessment of our services.

Hyderabad strives to achieve

service excellence through open
stomer agencies.

Please assist us in achieving this goal by completing

PLEASE CIRCLE THE FORENSIC SERVICES THAT YOU HAVE UTILIZED THiS YEAR:

Questioned Documents Trace Evidence ONA Testing
Computer/Cyber Forensics Electronics Serology
Explosives Tooimarks Toxicology

Bloed alcohol

Controlled Substances

Image Analysis
Fire/Arson

Impression evidence

Crime Scene Examination Support
Biology

Any other(please mention)

Firearms and/or ammunition

1. Do you have any problems with our services that you have not told us about?

2.1s there anything that you think we do particularly wel|?

}

3. What could we do in the future that would make your job easier?

4. Case Specific

a) Were responses to inquiries provided in a timely manner?

b) Did the Laboratory staff treat you in a professional manner?

c) Did the services meet your needs?

d)  Dverall, how satisfied are you with the services provided by this Laboratory disciplines(s)?

Thank you for taking the time to help us improve ou
Your name/designation:
Agency:

Please mail or fax the comp
The Director,

r services.
IO = 1111
.. Phone: ...

leted survey to:
Centrz’ Torensic Science Laboratory, -
Ramanthapur, Hyderabad- 500013






